
 
 
 
Uncover Your Heritage This Na4onal Genealogy Month - But Be Aware of the Personal Privacy Risks 
 
This October marks Na1onal Genealogy Month, a 1me to celebrate and explore our family histories. 
With the help of gene1c ancestry services, it's easier than ever to uncover our roots and learn more 
about our heritage. But before you dive in, it's important to be aware of the poten1al risks associated 
with sharing your gene1c data. 
 
"Many people are using gene1c ancestry services to learn more about their family histories and 
poten1ally their health risks," said Neil Richards, the Koch Dis1nguished Professor in Law and director of 
the Cordell Ins1tute for Policy in Medicine & Law at Washington University. "However, sharing your 
gene1c data with these services does come with risks." 
 
According to the experts at the Cordell Ins1tute, here are some issues that should be considered before 
taking a saliva test and enrolling in a genealogy service.1   
 
Data Privacy and Security: Once your DNA is out there, there's no taking it back. There's always a risk, 
however small, of a data breach. If the company’s database is hacked, your gene1c informa1on could be 
exposed.2 
 
Third-party Sharing: Some companies may share your data with third par1es, either in aggregated or 
individual formats, for research or other purposes. Even if you've consented, you might not be fully 
aware of how your data is being used.3 
 
Law Enforcement Access: In some cases, law enforcement agencies have sought access to gene1c 
databases to help solve crimes. While this can be seen as beneficial, it might raise concerns for some 
about privacy and unintended consequences.4 
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Health and Life Insurance Implica4ons: There's a concern that insurance companies could poten1ally 
use gene1c informa1on to determine coverage or rates, though in many jurisdic1ons, there are laws in 
place to prevent this. S1ll, the poten1al for misuse exists.5 
 
"It's important to be aware of the poten1al risks associated with sharing your gene1c data," says XXXX 
"But with the right precau1ons, you can s1ll enjoy the benefits of exploring your family history this 
Na1onal Genealogy Month." 
 
At the Cordell Ins1tute, we are dedicated to helping people protect their private healthcare data.   For 
more informa1on, visit us at www.cordellins1tute.wustl.edu .   
 
About The Cordell Ins1tute for Policy in Medicine and Law 
Founded at Washington University in St. Louis, the Cordell Ins1tute focuses on the interdisciplinary 
rela1onship between medicine, healthcare informa1on, and the law. The Ins1tute aspires to become an 
interna1onally recognized voice and resource in ethical health and human informa1on policy. Its mission 
addresses the societal benefits of advancing research and discovery into human wellness and disease 
while promo1ng and protec1ng privacy and autonomy. 
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